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BACKGROUND 

[0001] This invention relates to an interactive wireless network and, in particular, to credit 
card validation over an interactive network. 

[0002] Credit card validation requires a predetermined arrangement with various credit 
card validation agencies. For example, Internet online vendors and consumers use credit card 
validation services such as PAYPAL to enable users (e.g., vendors or consumers) with an e-mail 
address to send and receive credit card payments online. The PAYPAL validation service uses 
existing infrastructures of bank accounts and credit cards to create a global real-time payment for 
its users. There are, however, no credit card validation services that provide a communication 
link over an interactive wireless network for subscribers to the network. For example, there are 
no credit card validation services that allow a user to obtain credit card validation using a 
wireless device over an interactive wireless network without requiring specialized applications 
and integration. Therefore, there is a need in the art to provide a wireless credit card validation 
service that operates over an interactive wireless network that allows a wireless user to obtain 
credit card verification via an interactive message without requiring specialized application 
development. 

SUMMARY 

[0003] According to one aspect the invention provides an apparatus for validating a credit 
card over a wireless network. The apparatus includes a gateway for sending a credit card 
validation reply message to a wireless device in response to receiving a credit card validation 
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request message from the wireless device, the request message including credit card information 
for identifying a credit card to be validated. 

[0004] Another aspect of the invention provides a method of validating a credit card over a 
wireless network. The method includes sending a first credit card validation request message to 
a gateway from a wireless device, the first request message including credit card information for 
identifying a credit card to be validated; sending a second credit card validation request message 
from the gateway over an external network in communication with the gateway to a credit card 
validation service provider for processing the credit card information; receiving by the gateway a 
first credit card validation reply message from the credit card validation service provider over the 
,^ external network; and the gateway, sending a second credit card validation reply message to the 

T S! wireless device. 

U 

^ [0005] A further aspect of the invention provides a method for validating a credit card over 

y i 

s f a wireless network. The method includes processing credit card information associated with a 

H s credit card to be validated at a gateway, the gateway sending a credit card validation reply 

t= 

message to a wireless device in response to receiving a credit card validation request message 

\\£ 

y from the wireless device, the request message including the credit card information for 

□ identifying the credit card to be validated; wherein, the credit card information is processed at the 

gateway by a software application developed independently of external credit card validation 

processes provided remotely from the gateway. 

[0006] These and various other aspects of the invention are pointed out with particularity 
in the claims annexed hereto and forming a part hereof. For a better understanding of the 
invention, however, reference should be made to the drawings which form a further part hereof, 
and to the accompanying descriptive matter, in which there are illustrated and described specific 
examples of an apparatus, system and nieuiou in accordance with the invention. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0007] Fig. 1 is a schematic drawing of one embodiment of an interactive wireless system 
according to the invention; 

Fig. 2 is a block diagram of one embodiment of an interactive wireless credit card 
validation system according to the invention; and 

Fig. 3 is a flow diagram showing one embodiment of an implementation of an 
interactive wireless credit card validation feature of the invention. 

DESCRIPTION 

[0008] In one embodiment, the present invention relates to a credit card validation system 
and method for providing credit card validation services over an interactive wireless network. 
The credit card validation system interfaces with a two-way wireless device. The wireless 
device communicates with an interactive wireless communications system. The wireless device 
receives credit card information such as credit card number and expiration date from a user and 
transmits a credit card validation request message over a wireless network to a gateway. In one 
embodiment the credit card information is transmitted from the gateway to a credit card 
validation service provider for processing the credit card information. The validation service 
provider sends a validation reply message to the gateway indicating whether the credit card has 
been approved. The gateway receives the validation reply message from the credit card 
validation service provider and transmits a validation reply message to the wireless device. In 
one embodiment, the credit card validation system includes a wireless device interfaced with a 
keypad or a credit card swipe reader. 

[0009] In one embodiment, information from the wireless device is communicated to a 
wireless net work and iu unc ur muic gateways oiid to ai\ external network such a.3 the Internet. 
The gateways allow different systems, i.e., the Internet or other wide area network and the 
wireless network to communicate with each other. In one embodiment, the gateway functions as 
an interface between a wireless device such as an interactive pager and the Internet. 
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[0010] In one embodiment, the interactive wireless device is an interactive pager and 
accepts credit card information from an integral keyboard. In one embodiment, the wireless 
device accepts credit card information from various external devices such as an external keypad, 
a credit card swipe reader, a contact smart card, a contactless smart card, infrared, radio 
frequency (RF), magnetic induction, and the like. 

[0011] Fig. 1 illustrates one embodiment of the components of an interactive wireless 
system 10 according to the present invention. A wireless device 12 such as a pager 
communicates with a wireless communication network 1 8. An example of the wireless 
communications network 18 uses the MOBITEX® technology of the Cingular Interactive 
Intelligent Wireless Network service provided by Cingular Wireless. The features of the present 

Q invention may be implemented, e.g., by Cingular Wireless's IM+ Interactive Messaging Service. 

o 

UJ [0012] The MOBITEX® network is a two-way wireless data service that can be connected 

m 

'"'4 with other complementary networks. A wireless data service such as the MOBITEX® network 
M= includes a hierarchy of communications systems that can provide nationwide wireless service 

through a network of base stations and local switches under the control of higher order regional 
! a switches or exchanges. The wireless device 12 may operate with a wireless communications 
q system using an over-the-air protocol such as HP98 or the Blackberry protocol developed by 

RIM (Research in Motion). 

[0013] In one embodiment, the wireless device 12 is a wireless interactive pager capable 

of interactive messaging between the pager and the wireless communication network 18. In 
other embodiments, the wireless device 12 can include, for example, a Personal Digital Assistant 
(PDA), a wireless telephone, a wireless personal computer, a wireless modem or any wireless 
device that is adapted to communicate with the wireless network 18. Interactive messaging 
provides, for example, a way of communicating with me ability uf sending mid lcceiving text 
messages. In one embodiment, the interactive pager displays the user's messages to and from 
other interactive messaging users on a screen. The interactive pages can send and receive 
Internet e-mail, send messages to a fax machine and send text-to-voice messages to a telephone. 
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Additional features of the interactive messaging allows a user to retrieve and manage all 
messages, along with content from the Internet, including e-mail. 

[0014] Gateway 20 processes data received, e.g., from the Internet 60 for use in wireless 
communication network 18. The components of gateway 20 may be connected over an internal 
network 22, 24, 26, which may be a local area network (LAN). One or more wireless network 
exchanges such as MOBITEX® regional switches 28, 30, 32, which may be at separate 
locations, communicate with gateway 20 through Nrouters 34, 36, 38. The communication 
between regional switches 28, 30, 32 and Nrouters 34, 36, 38 may use an X.25 protocol. Up to 
two dual-ported connectivity cards, e.g., those manufactured by Eicon Networks, can be placed 
in each Nrouter, permitting a total of four Fast-Sequenced Transport (FST) connections per 
Nrouter. Gateway 20 can handle, for example, up to 255 Nrouters. 

[0015] The communications received by Nrouters 34, 36, 38 are processed by a series of 
protocol handlers 40, 42, 44, 46. The protocol handlers 40, 42, 44, 46 communicate with the 
Nrouters 34, 36, 38 using X-sockets over internal network 22. Such sockets are, for example, 
point-to-point, two-way software communications interfaces that direct the protocol handlers to 
access the internal network by creating a communications end-point or socket and returning a file 
descriptor with which to access that socket. The underlying protocol for packaging and decoding 
text messages sent by wireless devices and received by the gateway is Simple Mail Transport 
Protocol (SMTP). 

[0016] An unlimited number of protocol handlers may be employed. Each protocol 
handler may include up to five protocol processes, which may be any combination of HP98, 
HP99 or HPID-4 processes. Each protocol processor may back up the other protocol processors 
automatically. The protocols handled by protocol handlers 40, 42, 44, 46 may specify that 
message storage and internal email access may be handled by the UNIX sltuiuaiu Network File 
System (NFS) distributed file system from SUNSOFT, which allows data to be shared across the 
network regardless of the protocol. Each protocol handler maintains a database cache, i.e., a 
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small, fast memory holding recently accessed data, to speed up internal network communications 
and to limit database access requests over the LAN. 

[0017] Protocol handlers 40, 42, 44, 46 process information contained in user database 
machines, e.g., user database 48, user database backup 50, message store 52 and message store 
backup 54. The protocol machines communicate with the database machines using X-sockets 
over internal network 24. The database machines contain an interface to content addressable 
memory (CAM) (not shown) for updating information, e.g., user account information and status. 
Multiple backup machines may be used in gateway 20, each being synched automatically by 
sockets communications. 

[0018] The user databases of the gateway 20 may be configured with a directory structure. 
Every user account stored in the user database has a unique identifier such as a MOBITEX® 
Access Number. 

[0019] The results of protocols processed by protocol handlers 40, 42, 44, 46 using data 
from the user database machines are communicated externally to gateway 20 via network 26. An 
Internet mail router 56 and Internet mail router backup 58 connected to the internal network 
handle inbound and outbound communications traffic with an external network such as the 
Internet 60, as well as X-sockets traffic. If necessary, a separate X-sockets machine and backup 
machine (not shown) can be added. The transport protocol for communications over the Internet 
may be, e.g., TCP/IP or TELNET for remote login. 

[0020] The internal network is also connected to wireless network subsystems 62 that 
communicate through wireless network 18. Examples of wireless network subsystems are an 
Interactive Voice Response (IVR) system which processes remote entries by a user from a touch 
tone telephone to query a database and obtain computerized voice responses, and a wireless 
paging system using an advanced XTAP protocol. 

[0021] The wireless communication gateway may be configured from a standard Santa 
Cruz Operation (SCO) UNIX system, with the web access program being Windows NT by 
Microsoft. The system may use both TCP/IP and UDP for communications, and hypertext 
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markup language (HTML) may be used to support Internet web browsers, including those 
provided by Netscape and Microsoft. The computer language used by the gateway components 
may be in the C programming language, java or HTML. The message delivery features of the 
present invention may be implemented in the C programming language. 
[0022] The gateway as configured in such a wireless communications system includes a 
mailbox for the user of the wireless interactive device, e.g., in message store 52. For example, 
when a sender sends a text message over the Internet to a user of a wireless device, the gateway 
20 stores the message in the user's mailbox and handles the communications and transmissions 
protocols to deliver the message over the wireless network. The message can include credit card 
information and credit card validation requests and replies. Based on information about the user 
in the user database, the gateway 20 determines the user's wireless device type, and the gateway 
20 is programmed to handle a variety of protocols for different wireless devices. The gateway 
20 can access profile information, such as user preferences, for the user stored in the user 
database. The gateway 20 also uses information in the user database to ensure that the user is a 
valid subscriber to the wireless service and to maintain billing information based on usage. The 
gateway 20 performs the important function of managing the amount of data flow in the internal 
network and the volume of communications traffic over the wireless network, which has a 
limited bandwidth and which handles limited size data packets. 

[0023] In operation, the gateway 20 provides credit card validation services to a subscriber 
to the gateway 20 by way of a standard wireless mail package, for example. The subscriber (e.g., 
user) to the gateway 20 can use wireless devices 12 such as pagers to transmit credit card 
validation request messages to the gateway 20 and receive credit card validation reply messages 
from the gateway 20 without developing their own credit card validation interfaces. The 
message includes the credit card information such as the card uuiiiuci and the expiration date of 
the credit card to be validated. In one embodiment, the credit card information is specified in the 
subject of an e-mail message. The validation reply message is then returned to the subscriber's 
wireless device 12 in the form of an e-mail message, for example. The user, therefore, need only 
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subscribe to the gateway 20 and need not subscribe to a separate credit card validation service 
such as PAYPAL, for example 

[0024] The credit card validation function can be implemented at the gateway 20 using a 
custom software application or via standard Internet e-mail to send a message to a predefined 
validation address associated with the gateway 20. The software application developers do not 
need to have any specific knowledge of the actual validation process that is provided through the 
gateway 20. The software application developers can thus concentrate their efforts in developing 
applications for processing the credit card validation messages between the wireless device 12 
and the credit card validation service provider without the burden or overhead of knowing the 
specific credit validation process used by an external provider. Accordingly, in one embodiment, 
the credit card validation function for processing credit card validation request messages at the 
gateway 20 can be implemented by software application developers independently of the 
external credit card validation process. Therefore, the software applications for processing the 
credit card information for identifying a credit card to be validated can operate independently of 
the credit card service provider validation process. 

[0025] In one embodiment, the gateway 20 functions as a reseller of credit card validation 
services and works in conjunction with a third party credit card validation service. Because the 
credit card validation service is provided to the gateway subscribers, there will be much less 
credit card validation traffic on the gateway 20 and thus the user can access credit card validation 
information at a much improved processing rate. 

[0026] Turning now to Fig. 2, where one embodiment of a credit card validation system 70 
is illustrated. A user provides credit card information 72 to be validated to the wireless device 
12. The wireless device 12 sends a credit card validation request message 74 including the credit 

illlOITliaUOIl (e.g., CICUll UOlU iiuiiiuci aiiu uic cXpiiauvii uoiw; iu 5ui>-..»; &— - • • -J — 

transmits a credit card validation request message 75 and the credit card information to a third 
party credit card validation service provider 76 for processing the credit card information. Once 
the credit card information is processed the third party credit card validation service provider 76 



8 



Attorney Docket No. 010568 



returns a validation reply message 79 indicating whether or not to authorize the credit card. 
Accordingly, the gateway 20 provides a validation reply message 78 to the wireless device 12. 
[0027] In one embodiment, the wireless device 12 is an interactive pager and the credit 
information can be entered via the interactive pager keyboard 73. In one embodiment, the 
wireless device can be interfaced to various external devices such as an external keypad 14, a 
card swipe reader 16, a contact smart card 90, a contactless smart card 92, infrared 94, radio 
frequency (RF) 96, magnetic induction 98, and the like. The wireless device 12 accepts the 
credit card information from the external interfaces 14, 16, 90, 92, 94, 96, 98 and transmits the 
credit card information and a validation request to the wireless communication network 18 and 
onto the gateway 20 for validation. 

[0028] Turning now to Fig. 3, where one embodiment of a flow diagram 80 showing how 
the credit card validation may be implemented. At block 82, using the wireless device 12 the 
user 72 sends a credit card validation request message including credit card information to the 
gateway 20. The gateway 20 recognizes the user 72 and receives the validation request message 
and credit card information 74. At block 84, the gateway 20 transmits a validation request 
message including the credit card information 74 to a third party credit card validation service 76 
provider. At block 86, the third party credit card validation service provider 76 validates the 
credit card information 74 and returns a validation reply to the gateway 20. At block 88, the 
gateway sends the validation reply 78 to the user via the wireless device 12. Accordingly, the 
user 72 can validate the credit card information 74 through the gateway 20 without subscribing 
to the third party validation service 76. In one embodiment, the gateway 20 provider purchases 
the credit card validation services from the third party validation service provider 76 and resells 
the validation service to the user 72. 

[0029] In use, for example, a. vendor can lake d customer's credit card iiiforniation and 
provide the information to the wireless device 12. The vendor provides the credit card 
information to the wireless device through the various interfaces. The wireless device 12 
transmits the credit card information and a validation request message to the wireless 
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communication network 18 and onto the gateway 20. The credit card information is then 
validated and the gateway 20 sends a response containing the validation reply as a text message 
back to the display of the wireless device 12. The validation reply also can be displayed on the 
keypad 14, the credit card swipe reader 16 and any of the other external interfaces if they are 
equipped with a display or validation indicator. 

[0030] In one embodiment, for example, a wireless user can obtain credit card validation 
information via an interactive message with no application development. The wireless user can 
utilize the wireless device 12 to send an interactive message to the wireless network 18 as 
follows: 

To: creditvalidation 

Subject: <creditcard number> <expirationdate> <amount> 

Where: <creditcard number> is the number to be validated; 

<expiration date> is the expiration date of the card; and 
<amount> is an optional field and is the amount to check if valid 

For example: 

To: creditvalidation 

Subject: 3838939391233434 01/02 50.00 

The wireless network provides the following response to the wireless user, for example: 
Card: 3838939391233434 Expiration Date: 01/02 
Is Valid for $50.00 

Accordingly, the wireless user can validate credit cards wirelessly remote from their normal 
place of business, for example. The wireless user can later clear the credit card via the 
conventional credit facility located back at the wireless user's normal place of business. 
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[0031] While several embodiments of the invention have been described, it should be 
apparent, however, that various modifications, alterations and adaptations to those embodiments 
may occur to persons skilled in the art with the attainment of some or all of the advantages of the 
present invention. It is therefore intended to cover all such modifications, alterations and 
adaptations without departing from the scope and spirit of the present invention as defined by the 
appended claims. 
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